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Abstract. Decision-making in all spheres of life of an enterprise or organization is 

increasingly based on information processes. The analysis of these processes with the 

subsequent development of control solutions is carried out on the basis of information 

models based on modern information and telecommunication technologies. Therefore, the 

protection of information is an independent component of the security of the enterprise as a 

whole, the importance of which increases every year. In this regard, many solutions are 

being implemented. One of them is an IoT-based implementation, i.e. systems of objects 

mounted on sensors and software installed for data collection and exchange, with the 

possibility of remote monitoring and control in automated mode. The article implements the 

development of a model of an integrated information security system at an enterprise based 

on a leak sensor and a fire sensor 

Keywords. IoT, information security, integration system, ESP 32 controller, fire sensor 

 

1. Introduction 

The modern stage of informatization, now digitalization, is associated with the creation 

of personal electronic computers, telecommunications systems, computer networks and IoT 

systems. There is an increasing need to develop and apply effective solutions in the 

information sphere. He is engaged in technical and software, production of information 

technologies for obtaining new knowledge [1]. 

At a certain stage in the development of the information industry, there is an 

information society in which many employees work by producing, storing, processing and 

implementing information, i.e. creative work is aimed at intellectual development and 

knowledge acquisition. The information community of people not divided into national 

borders [2]. 

The formation of the information society is based on the latest information, 

telecommunication technologies, communication technologies and now on IoT systems [4]. 

New technologies that have led to the accelerated spread of global information networks, 

which opens up fundamentally new opportunities for international information exchange. 

The formation of the information society implies the formation of a conceptual and 

practically global information space [5]. 

The development of the information society, along with creative opportunities, leads 

to an increase in security threats associated with the violation of established modes of use of 

information and communication systems [6]. The rights of citizens, the spread of malware 

and the use of modern information technologies for hostile, terrorist and other criminal 

activities. To create a unified information chain of an enterprise, an Ios system is needed that 

accumulates information about incidents from various sources, warns the security service 
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about existing and potential threats and takes into account patterns between different threats 

[7]. 

The problem statement is formed as follows: automation of the integrated security 

system model at the enterprise based on IoT. 

To implement the task, it is necessary to perform the following tasks: 

To analyze complex security systems at the enterprise; 

Development of IT security system at the enterprise; 

Development of an algorithm for an integrated enterprise security system; 

Development of a model of an integrated enterprise security system. 

To begin with, we will give a generalized architecture of the functioning of the system 

(Fig.1). 

 

2 Development of the algorithm and architecture of the system 
 
 

Fig. 1. Architecture of system 

 

The system outlines the principle of interaction of three levels. The upper level is 

represented by the Ios platform, the middle level is represented by the ESP 32 controller and 

modules, the lower level consists of an actuator, a leak sensor, smoke, gas and motion. 

Next, we present the algorithm for the functioning of the system (Fig.2). 



Секция 2. Информационно-телекоммуникационные технологии. Системы и сети передачи данных. 

Интернет-технологии. Облачные технологии. Параллельные вычисления. Распределѐнные 

вычисления. Суперкомпьютерные и кластерные системы. Обработка больших объѐмов данных (Big- 

data). Геоинформационные системы и технологии. Инновационные образовательные технологии 

 

 

 

 

 

 

Fig. 2 The algorithm of the system 

 

Step 1. Information from the external environment is perceived and converted into an 
analog signal. 

Step 2. Data is being read. 

Step 3. The data collection process is underway. 

Step 4. The collected data will be sent. 

Step 5. The received data is processed. 

Step 6. The result is displayed as a message via the interface. 

 

Automation of the integrated information security system model at the enterprise 

Figure 3 shows the board used in the automation of the integrated enterprise 

information security system model. 
 

 

Fig. 3. Board 
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The water sensor used in the automation of the integrated information security system 

model at the enterprise is shown in Figure 4. 
 

 
Fig 4. Water sensor 

 

Figure 5 shows the preparation of the model during the automation of the integrated 

information security system model at the enterprise. 
 

 

Fig 5. The process of preparing the model 

 

 

3.1 The program of the integrated information security system at the 
enterprise 

 

The program view of the integrated information security system program at the 

enterprise in the Arduino environment is shown in Figure 6. 
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Fig 6. Program view 

 

When water gets on the water sensor, a change occurs as a result of the program, as 

shown in Fig. 7. 

 

 
Fig 7. Result 

 

The principle of operation of the integrated information security system model at the 

enterprise is shown in Figure 8. 

Fig 8. The principle of operation 
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3.2 The result of the integrated information security system model at the 
enterprise 

 
The result of the integrated information security system model at the enterprise is 

shown in Figures 9 and 10. 
 

 

 
Fig 9. The result of the work 

 

 

Fig 10 Graphical representation of the result of the work 

 

This figure shows a diagram of the observation results of the MQ135 sensor on the Ios 

platform. It can also be tracked via the mobile app version. Additionally, you can view the 

announcement of the motion sensor via telegram bot. 

 

3. Conclusion 

A comprehensive information security system at an enterprise or organization includes 

ensuring the security of important processes carried out in accordance with the requirements 

of regulatory authorities (regulators). Maintenance and security of information systems 

include the implementation of legal, organizational measures, as well as the introduction of 

comprehensive engineering, software and hardware protection. 
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As a result, a model of an integrated information security system at the enterprise was 

created based on a leak sensor and a fire sensor. Thus, designing an effective alarm system 

is a complex multidimensional task that cannot be solved without an IoT system with a deep 

and comprehensive knowledge of its device, functionality and operating principles, taking 

into account the software and hardware means of its protection from pests. 
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